Welcome taSecure View 2 with svProbenew feature manual.

This is“Secure View 2 with svProbe”’new featurauser guide document. This document will provide th

user a quick explanation of all the new featureduitied in Secure View 2 and explain step by step
instruction on how to use each of the new features.

Secure View 2 new feature list includes svProbeo$diunctionalities (Discovery, Link, Prime #, and
Activity Map), Report Merge and PDF output.

I) Feature Explanation:

svProbe

a. Discovery with Bookmark. The discovery function allows the investigator ¢auxh for key words

d.

(phone numbers or key word or phrase) on one otipleiFacquired data for a specific date and
time. While in the discovery screen, an invesbgatan use th®ookmark functionality. This
function allows the investigator to “bookmark” angortant activity item on the Discovery results.

Link Graph. The Link functionality will collect the phone nunsecalled, received, or texted
(including SMS and MMS) and will map the amountagtivity associated with each number, for
one or more reports or devices. The output wilgksphically illustrated to show each link and the
quantity of activity.

Prime # List. The Prime # functionality determines the phone nembith the most activity
(incoming, out-going, and text) for each acquirathddevice). The “Detail” button on will show
the type of activity, date and time, and actual (é»supported).

Activity Map. The activity map functionality collects differenttavities for a set date and/or time
and graphically illustrate in a line graph. Theates can be shown in a 24 hour period (in one
hour increments) or one week period (daily incretsien

Import Data details

The Report Merge (Import Data) functionality takd¥ML files from many of the common
mobile forensic software (Cellbrite, XRY, and DeviSeizure) and allows it to be merged into our
report. For each merged HTML report the investgatill be allow to have a line of log that
includes name, date and notes.

II) Step by Step instruction of new feature

a) How to get tWindow

(after picking the an acquired report)

Step 1

Click thesvProbebutton on the landing page GUI




@ Secure View 2

File Examination Opkion Help

( Phone ) ( }
( Memory Card )

Pemovable Disk

( SIM Card

**svProbe window will pop up

svP’robe |Z|

~Selected Reports to be searched

Alias | Folder Name

Kyocera 1300 .., 2009-03-18 09-23-11-CallHistory
Apple iPhone 3., 2009-06-24 17-10-20-iPhone
MNOKIA 5300 5., 2009-08-10 10-42-36-5M5128
NOKIA 5300 5., 2009-08-10 10-42-36-5M5192
Apple iPhone 2009-08-18 18-16-33-iPhone 3GS

< | ¥

l Qhang%liaa. | Opean WitlBrowaerl Bemovij Add Report. |

Activity Map | Prime # List | Link Graph | Discavery

**You go to the svProbe window to uBetivity Map, Prime # List, Link Graph, and Discovery
feature.

b) Using the sbutton

**while in svProbe window

Double Clickthereport you would like to Change Alias (rename) by doudlieking on report

Click theChange Aliasbutton

Typethenameyou would like to use for that report

Click OK

see o




sy’robe

- Selected Reports to be searched

Alias | Falder Mame
Kyocera 51300 ... 2009-03-18 09-23-11-CallHistory
Apple iPhone 3., 2009-06-24 17-10-20-iPhone e
NOKIA 5300 5. 2009-08-10 10-42-36-5M5128 P
MOKIA 5300 ... 2009-08-10 10-42-36-5M5192 /
Apple iPhone 2009-08-18 18-16-33-IPhaone 3G5
//
/
/
< ALY / | =
Change Alias.."eren with Browser | Remave | Add Report... |
Activity Map | Prime # List | Link Graph | Ciscovery | C\OSe

Secure View for Forensics

Please enter the alias name for the selected report.
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c) Howto usEiscover feature

-~ ['steni

L300l

Double Clicka report (svProbe screen)

Click theDiscovery button

Click the Discovery Button

Double clickon a particular result

Click on Detail button

Click onPeriod of time Changebutton to set the time period

EntertheKey word (phone number or word)

*(If you want to see th®etails on certain results follow step 6 and 7)




svProbe rﬁl

Selected Reports to be searched

4lias | Folder Name

Apple iPhone 3., 2009-06-24 17-10-20-iPhone
MOKIA 5300 5., 2009-08-10 10-42-36-5M51258
NOKIA 5300 5., 2009-08-10 10-42-36-5M5192

Apple iPhone 2005-08-18 15-16-33-iPhone 355 we==""

|~

| >

Change Alias.., ‘ Open with Browser ‘ Eemove ‘ Add Report 4 ‘

activity Map | Frime # List | Lirk Graph ‘ Discovery | C\ose
Discovery Result FX
Matched Feesr: | Period of Time Change...
Filter:  [all -  Detall.. | | [From: 06/01/2009 1300
To: 08/15/2009 15:00
Contact (1) Record ... [1: Kyo... [2: App... [3:NO... [4 NO... |5 &pp.. |2 T
Call History {117 (249) ... #1
0
4 1(949) ... #3
Calendar (0} 194945 #84 Keyword
#85
184945, . #122 ] Add
194945 .. #123
194945, .. #124
194845 .. #125
194245 .. #130
194845, .. #131
194845, .. #132
194945, .. #133 L
194945, ., #134 _ Clear |
194945, .. #135 Remove
194945, .. #136 — M |
194845 .. #137
194945... #138 - Eind Simnilar data between
194845, .. #139 two or more reports
194945, .. #140 =

Create Bookmark J Create Report J - Start Discovery g/gl;se ]

Detail ]

19492850813 Sample data 110

|3: NOKIA& 5300 5M5128, Rec#7  +| |4: NOKIA 5300 5M5192, Rec#124 ~|

11/18/2007 22:272 08/30/2008 16:57
From: 19492850813 From: 19494565948
Sample data 110 Sample data 1101

Remove from Search Result Close

Kyocera 51300 .., 2009-03-18 09-23-11-CallHistory JE——

il




d)

How to usiDiscovery Bookmarq

*(refer to lla for instruction on how to navigatethe svProbe window)

e

Double clickon a particular result

Click on Create Bookmark button

Note Screen (Type Name and notes on the notesnsanekclick OK)

e)

- Matched record Period of Time & ..
09 13:00

E Detail... | | [From:rez

& 2002 15:00
Record.‘.llzKo.‘.|2: App.”|3: S |4: IFIE . |5: App..‘lz /5/
L1 (949 ... e /

1 (9495 .. #3

194945 #54 Keyword
194945, .. #85 Ii |
194945, .. =
e e 949 /
194945, .. #125
194945, .. #130 /

#131

194945,.. ¢
qA Clear

194945, ., #132
194945, .. #133

194945, .. #134
194945, .. p o s Remove
194945, .. 136 = —
194945, .. #137
194945, .. #138 ~ Eind Similar data between
194945, .. #139 two or more reports
194945, .. #140 L)

Create Bookmark ‘]4;&9 Report "Start Discovery I Closze

How to us

*(refer to lla for instruction on how to navigdtethe svProbe window)

vee

Double Clicka report (svProbe screen)

Click theLink Graph button

*(Option) Click on “Sliding button” button to set the grade of the activity greatestast




svProbe \

~Selected Reports to be searched /
Alias | Folder Name
kyocera $1300 .., 2009-03-18 09-23-11-CallHistory
Apple iPhone 3., 2009-06-24 17-10-20-iPhone
NOKIA 5300 5., 2009-08-10 10-42-36-5M5128 » -
MOKIA 5300 5., 2009-08-10 10-42-36-SM5192
Apple iPhone 2009-08-18 18-16-33-IPhone 3GS A I
Vg
//
/
/
3 i / k2l
. ‘ Ve
Change aAlias... | Open with Browser | Bewe | Add Report. .. |
Activity Map Prime # List | Link Graph { Driscovery | Close |

/!J

f) Howto usFrime # Lis

*(refer to lla for instruction on how to navigatethe svProbe window)

Double Clicka report (svProbe screen)

-‘ Click thePrime # List button




-, *(Option) To see details on particular redbtiuble Clickon aReport

-. (Option) Click Detail button
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h) How to useActivity Map

*(refer to lla for instruction on how to navigatethe svProbe window)

Double clicka report (svProbe screen)

Click theActivity Map button

L
L

- . *(Option) Click on Changeto set the date on the analysis
- *(Option) Click on “From” or “To” field to set time frame




- *(Option) Click onFilter field to pick the report to be used on the analysis
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How to us@import Data

seneE

From secure view Landing Page GUlIck Report button

Click thelmport Data button

Click one of thé‘radio” buttons andClick OK

*Map to the file using browser aridick OK

L



)

How to usePDF Output

see

From secure view Landing Page GUlIck Report button

Click thePDF Output button

*Map where you want to save the PDF file aficck OK







